FAIZ ABDUL SUKOOR MUHAMED

Phone: +91 9605805173 | Email: faizabdulshukoor@gmail.com | Linkedin
Location: Bengaluru, India

SUMMARY

Certified cybersecurity professional with 8 years of hands-on experience in penetration testing and vulnerability management. Proven
track record in delivering successful projects across web and mobile application security, network security, cloud security, and
vulnerability management. Passionate about protecting digital assets in an ever-evolving threat landscape

KEY SKILLS

e Web Application Penetration Testing (Black Box, Grey Box) ¢ Phishing Simulation & Social Engineering (Metasploit)

¢ Mobile Application Security Testing e Python Scripting for Automation

¢ Network Penetration Testing & Vulnerability Assessment e Power Automate Workflow Design

e Source Code Review (Checkmarx, SonarQube) ¢ Understanding of NIST, OWASP , MITRE

e External Attack Surface Management (Bitsight, Xpanse, Qualys) e Project Management

¢ Vulnerability Management (Tenable, Qualys) e Container Configuration Review

WORK EXPERIENCE

Deputy Manager (Cyber Security), Deloitte TTI, LLP | Bengaluru, India Jan 2022 - Present

Conducted comprehensive penetration tests for web applications, mobile applications, and network infrastructures to identify
and exploit vulnerabilities, providing clients with detailed remediation plans.

Conducted Security Architecture Review covering networks, data, applications, endpoints, and the cloud. Identified gaps in
architecture, policies, and controls that may put critical assets at risk from attackers.

Performed cloud configuration reviews for Azure and AWS to identify misconfigurations in IAM, storage, logging, and network
controls, aligned with CIS and NIST standards.

Supported vulnerability management initiatives for large-scale organizations, implementing tools like Tenable and Qualys to
conduct asset discovery and vulnerability assessments.

Developed and implemented custom scripts and tools using Python to automate testing and reporting processes, improving
efficiency and accuracy.

Led external attack surface assessments, identifying unmanaged assets, shadow IT, expired certificates, and exposed services.
Worked on red team engagements to identify attack paths and delivered prioritized remediation strategies, reducing response
time and improving detection effectiveness.

Collaborated with various vendors to evaluate and onboard security tools, focusing on client-oriented solutions

Senior Security Analyst, Tata Consultancy | Kochi, Kerala, India Jun 2018 - Jan 2022

Conducting both vulnerability assessments and penetration testing on web Applications and enterprise networks using a
combination of both manual and Automated tools/scripts to determine and exploit security flaws.

Helping the customer in understanding and prioritizing the vulnerabilities found, and the security risks associated impacting their
businesses followed by recommending remediation for the same.

Streamlined the whole web application penetration testing approach at Various levels, starting from scoping of the application,
VA/PT methodology, To delivering the penetration test report, resulting in significantly improved vulnerability findings which was
highly appreciated by the customer.

Active collaboration with the Center of Excellence (COE) team to carry out security assessments and red team activities for
potential and existing customers as and when required.

Training new hires on vulnerability assessment approach and methodology.

Serving as a member of collaborative team, performing other duties as needed, including developing and organizing the internal
Capture the Flag (CTF) contests across the organization for assessing as well as creating awareness in cybersecurity.

CERTIFICATIONS

Offensive Security Certified Professional (OSCP+)

Certified Information Systems Security Professional (CISSP)
Certified Red Team Professional (CRTP)

Web Application Penetration Testing Extreme (eWPTX)
Microsoft Certified: Azure Fundamentals (AZ-900)
Microsoft Certified: Azure Al Fundamentals (Al-900)
Multi-Cloud Red Team Analyst (MCRTA)

Certified Ethical Hacker (CEH)

EDUCATION

B.Tech in Computer Science & Engineering Aug 2014 - Apr 2018
SCMS School Of Engineering And Technology
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